
Privacy Policy and Terms of  Service



WARZONE (One Platform All Cyber)

1. Overview This Privacy Policy and Terms of Service outlines how WARZONE (One Platform All
Cyber) ("we," "us," or "our") platform collects, uses, and shares information when you use
our service, including our marketplace services. These services include, but are not limited
to, hosting Capture The Flag (CTF) events, scenarios, labs, certifications, and cyber
ranges. By using our platform, you agree to comply with the terms of this Privacy Policy
and Terms of Service.

2. Legal Disclaimer
and Limitations of
Liability

WARZONE (One Platform All Cyber) provides cybersecurity training and educational
resources to help users enhance their skills and advance their careers. However,
WARZONE (One Platform All Cyber) is not responsible for how users apply the
knowledge, techniques, or tactics learned on the platform. Any misuse of such skills for
illegal or unauthorized activities is strictly prohibited, and users bear full responsibility for
their actions outside the platform. WARZONE (One Platform All Cyber) disclaims any
liability for the consequences of improper or unlawful use of its training materials.

Accuracy of Verification: While we make every effort to verify the accuracy of the
information provided by users, we are not responsible for any errors or inaccuracies in the
submitted documents, including passport images.

Use of Passport Information: The passport image you submit is only used for the
purpose of identity verification and is deleted immediately after the decision has been
made.

3. Accuracy of
Verification

WARZONE (One Platform All Cyber) provides cybersecurity training and educational
resources to help users enhance their skills and advance their careers.

Responsibility: We are not responsible for how users apply knowledge or tactics
learned on the platform. Misuse for illegal/unauthorized activities is strictly prohibited.
User Accountability: Users bear full responsibility for actions outside the platform.
Disclaimer: We disclaim liability for the consequences of improper/unlawful use of
training materials.

4. Information
We Collect

Personal Information
Name
Email address
Contact information
User-generated content (e.g., challenge submissions, comments)
Device information (e.g., browser type, operating system)

Additional Information:

Personal & Payment Information
The platform collects and processes:
Payment info, billing address, and transaction history.
Handled by a third-party service provider.

Passport Image Submission
Required for identity verification.
Must comply with Passport Image Submission Guidelines.
False or misleading information is considered fraud and may lead to:
Account suspension or termination without notice.
Legal consequences under applicable laws.
Users must cooperate in good faith with verification requests.

Data Collected
Usage history, subscription info, and account preferences.
Cookies and tracking technologies are used for:
Monitoring usage
Saving preferences
Improving services

Fraud Policy
Providing false or misleading information is strictly prohibited.
The platform reserves the right to:
Verify information at any time.
Request additional documentation for verification.
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KYC/CDD Policy: To ensure compliance with applicable laws, regulations, and to maintain the integrity of
our platform, we require accurate and truthful information from all users when filling out
any forms on our platform. This includes, but is not limited to, the following scenarios:

Account Sign-Up 
Login Details
Payment information 
Purchases or Transactions 
Participation in Events, Labs, or Competitions

“Providing false, inaccurate, or misleading information is strictly prohibited and will be 
considered an act of fraud. Any such violations may result in suspending or terminating
your account without prior notice. Also, fraudulent activities may be subject to legal
consequences according to applicable laws. We reserve the right to verify the accuracy of
the information you provide at any time and may ask for additional documentation for
identity verification purposes. By using our platform, you agree to cooperate with any such
requests in good faith”.

Age Limitation WARZONE does not allow anyone younger than 18 years old unless a written parental or
legal guardian consent is provided through our relevant consent form. All information
provided for users under 18 will be processed and stored in compliance with applicable
laws, with additional safeguards to protect minors data.

How we use your 
information

To provide and maintain our Service In connection with a merger, acquisition, or sale of
assets 
To personalize users experience 
To communicate with you, including responding to inquiries and providing updates
To analyze usage of the Service and improve our offerings
To comply with legal obligations
To ensure the security and integrity of our platform, including fraud detection and
prevention

Sharing of Your
Information

We may share your information in the following circumstances but not limited to:

With our service providers, who assist us in providing the Service.
With our affiliates and partners, for the purposes described in this document.
In response to a legal request or to comply with applicable laws, regulations, or
governmental requests.
In connection with a merger, acquisition, or sale of assets
To communicate with you, including responding to inquiries and providing updates
With professional advisors such as auditors or legal consultants to ensure compliance
and operational efficiency

Marketplace
Specific 
Information:

This section outlines how we handle data related to WARZONE Marketplace services,
including but not limited to hosting Capture The Flag (CTF) events, scenarios, labs, and
cyber ranges. By using our marketplace services, you agree to the following terms:

Account Requirements: To access and purchase products and services from our
marketplace, customers are required to create an account. This account will store your
purchase history, preferences, and other relevant details to facilitate your engagement
with our services.
Data Collection: We collect and process personal data when you use our marketplace
services. Additional data collected includes but is not limited to:

Payment Information: Billing address, and transaction history (processed 
by a third-party service provider)

Usage Data: Website activity, including event participation.

WARZONE Coins Usage (Details of purchases and transactions using our in -platform
currency)

WARZONE coins: All purchases on our marketplace are made using WARZONE Coins.
These coins can be purchased, earned during events, or acquired through other methods
and are used for purchasing digital products, services, and event participation. Refunds, if
applicable, will be issued in WARZONE Coins after validation by our support team.

No Resale or Sharing of Products: Products and services purchased through the
WARZONE market place are licensed for personal use only. Reselling or sharing any
digital content is prohibited and may result in account suspension or termination.



We are committed to ensuring the security of our platform and protecting your data. This
includes:

Prohibiting attacks beyond designated infrastructure (e.g., the VPN gateway, CTF
platform)
Restricting flag and hint sharing, sabotage, spoofing, and participant-targeted attacks
Advising the use of isolated virtual machines for participation.
Ensuring the security of our platform and promoting fair usage are fundamental
principles we uphold. We implement robust measures to safeguard your data against
unauthorized access, disclosure, alteration, and destruction. While we strive to maintain
the highest standards of security, we acknowledge that no system is entirely immune to
risks.
In the event of any security breaches or unauthorized access, we will promptly take
action to secure your data and minimize any potential impact.
It's important to us that our platform operates with integrity and fairness. Any attempts
to exploit or misuse the platform, including hacking, spreading viruses, or other
malicious cyber activities, cheating, manipulation of results, or engaging in dishonest
behavior, are strictly prohibited. Users found violating these principles may face
consequences, including termination and other appropriate actions.
We also reserve the right to report any suspected illegal activities to the relevant
authorities and cooperate with their investigations as necessary.
We take the security of your passport image and other personal data seriously. Once
the verification process is concluded (whether approved or declined), your passport
image is immediately deleted from our systems.
No Third-Party Tools: We do not use any third-party services or external tools for
account verification. All passport image verification is handled internally by our staff,
ensuring that your data remains secure within our systems.

Intellectual
Property Rights:

Users are prohibited from posting or sharing other players information, screenshots of
details, or any proprietary elements of the platform without explicit permission of
WARZONE (One platform ALL Cyber). This includes any content that might infringe upon
the intellectual property rights of others. Violations will be addressed to maintain the
integrity and legality of the platform.

Data Security :

User Rights: As a user of WARZONE, you have the right to:
Access your data. 
Update or correct your data. 
Delete your data upon written request. 
Object to certain processing activities.

Caution: These rights may be subject to limitations in cases where we are required to
retain data for legal, regulatory, security, or fraud-prevention purposes. We reserve the right
to deny certain requests if they conflict with our obligations under applicable laws or
compromise the integrity and security of our platform.

Tracking
Technologies:

Our platform utilizes tracking technologies to ensure the security, functionality, and
performance of the Service.

Enhance User Experience: Track and analyze user interactions to personalize and
improve the Service based on performance analytics and user feedback.
Monitor Security: Detect and respond to potential security threats, ensure the integrity of
the platform, and prevent unauthorized access.
Performance Optimization: Analyze system performance and user behavior to identify
areas for improvement and optimize overall platform efficiency.
While these technologies help us provide a better and safer experience, we do not use
them for targeted advertising or other marketing purposes. We are committed to
safeguarding your privacy and ensuring that any data collected is used solely for the
intended purposes described herein.

Our platform is committed to maintaining a safe and respectful environment for all users. To 
ensure this, we have established strict guidelines regarding the type of content and data
that can be uploaded to our service. This includes, but is not limited to, images,
biographical information, full names, and any other personal or sensitive data.

Prohibited Content:

Obscene or Offensive Material: Content that is violence and Harmful Behavior,
pornographic, obscene, vulgar, offensive in nature or any Illegal Activities as deemed by
the law.
Hate Speech: Content that promotes hatred, or discrimination against individuals or
groups based on race, ethnicity, religion, disability, or any other characteristic.

Inappropriate
Content and 
Data Policy:



Personal and Sensitive Information: Uploading or sharing personal or sensitive
information about others without their explicit consent, including but not limited to full
names, addresses, phone numbers, and private biographical details.
Harassment and Bullying: Content that harasses, intimidates, or bullies individuals or
groups, including trolling.
False Information and Misleading Content: Content that spreads false information,
misinformation, or disinformation with the intent to deceive or manipulate users
Intellectual Property Violations: Content that in fringes upon the intellectual property
rights of others, including copyright, trademark, and patent violations.
Spam and Phishing: Content that is spammy, deceptive, or designed to trick users into
providing personal information or engaging in fraudulent activities.
Malware and Malicious Content: Content that contains or distributes malware, viruses,
spyware, or other malicious software.

Inappropriate
Content and 
Data Policy
(Continued):

Streaming,
Recording & 
Writeups:

To protect intellectual property and maintain the integrity of WARZONE content, the
following streaming, recording and writeup policies apply

1. Courses / Labs: 
Streaming/Recording: Not allowed 
Writeups: Not allowed.

2. Public (Portal-Hosted) CTFs:
Streaming/Recording: Not allowed. 
Writeups: Allowed only after the event is concluded.

3. Private (XTENDED-Hosted) CTFs:
Streaming/Recording: Not allowed. 
Writeups: Allowed only after the event is concluded and only in invite-only environments
(e.g., private Discord groups of a specific entity). 

Any violation of these policies may result in penalties, including but not limited to 
user account bans and/or legal consequences.

Data Retention: We will retain personal data for up to five (5) years after account closure or contract
termination unless a longer retention period is required by law. Sensitive data collected
during KYC verification will be retained for six (6) months post-verification or as required by
applicable laws.

International
Data Transfers:

Your personal data may be transferred to countries outside your home country. Transfers
will comply with international regulations, including GDPR, CCPA, and other applicable
laws. Where required, we implement safeguards such as Standard Contractual Clauses
(SCCs).

User Consent: By using our platform, you consent to the collection, processing, and use of your personal
data as described in this policy. WARZONE (One Platform All Cyber) ("we," "us," or "our"),
owned and powered by SECINTEL Unit. If you do not consent, refrain from using our
platform. By using our platform, you agree to abide by our content policies and understand
the consequences of violations, including account suspension or legal actions. We strive to
ensure a safe and respectful environment for all users.

Jurisdiction and
Governing 
Law:

This Privacy Policy and Terms of Service is governed by and construed in accordance with
the laws of the United Arab Emirates, specifically the jurisdiction of Dubai. However, we
comply with applicable international privacy laws, including GDPR for users within the
European Economic Area (EEA) and CCPA for users in California. Any disputes arising out
of this Privacy Policy and Terms of Service or the use of WARZONE services will be subject
to the exclusive jurisdiction of the courts of 
Dubai, UAE.

Changes to Our
Privacy Policy
and Terms of
Service:

We reserve the right to modify this policy at any time. Changes will be effective immediately
upon posting on our platform. Users will always have access to the latest version of the
Privacy Policy and may be required to explicitly agree to significant updates.

“If  you have any questions or concerns about this Privacy Policy or our Terms of  Service,
please contact us at contact@siu23.com. By using WARZONE (One Platform All CYBER)
platform and services, which are fully owned and operated by SECINTEL UNIT, Dubai, you
acknowledge and agree to our Privacy Policy and Terms of  Service, and understand the
consequences of  violating them. We reserve the right to enforce these consequences at
our discretion, without prior notice, to ensure a safe and respectful environment for all
users.”


